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1. About this manual
The Gpg4win manual and exercise module consists of thres: par

e an introductory guide called "Gpg4win for Novices", which you are reading right now,

e the manual "Gpg4win for Advanced Users" in PDF-Format, which can be found on your
hard drive after you have installed Gpg4win,

o the exercise robot Adelewhich allows you to practice the email en- and decryptiorcpss(an
internet connection is required).

"Gpg4win for Novices" is a quick guide to the installation and everyday use of thg4®4n software.
You will need about half an hour to work through this manuapehding on your knowledge of
computers and Windows.

"Gpg4win for Advanced Users" provides in-depth information about the basic principled mech-
anisms usbed by Gpg4win, as well as its less commonly usetbiiies.

Both manuals are available in PDF format; you can print youn enanual if you did not receive a
printed copy.

Each manual can be read independently. We suggest, howeateypu read both manuals in order to
get a better understanding of the software.

& This symbol references a link to the other manual.

The practice robot Adeleis available on the Internet. Adele receives, sends and/piscencrypted
emails. You can use it to practice a complete cryptograpttbange, as often as you need to be fully
familiar with the software.

Adele was developed as part of the older GnuPP project, whiergtill used. "Gpg4win for Novices"
also uses this very reliable practice robot and hereby sighexpress its gratitude to the owners of
gnupp.de for operating Adele.
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2. What is Gpg4win?

Gpg4win (GNU Privacy Guard for Windows) is an email encryption software. It is the result
of a project initiated by the Federal Office for Information Security, and includes the following
components:

GnuPG: its key component, the encryption software

GPA: GNU Privacy Assistant, a key manager

WinPT: Key Manager, which also supports encryption via your Qiguiol

GPGol: a plugin for Microsoft Outlook which integrates the opé&atof GnuPG

GPGee a plugin for Windows Explorer which allows encryption oftddy right-clicking on your
mouse

Sylpheed-Claws a complete email program with integrated GnuPG operation

The encryption program GnuPG (GNU Privacy Guard) providas with a secure, simple and free
method of email encryption. It can be used privately or comzmadély without restrictions. The encryp-
tion technology used by GnuPG is extremely secure and cérenotoken using current technology.

GNuPG is a free softwdle This means that anyone can use the software for privateromascial
purposes, as well as analyze or change the source coddse(cttial programming commands), and
distribute the sani.

The transparency of the source code forms an essential fparsecurity software, as it is the only
way to verify the trustworthiness of the program.

GnuPG is based on the international standard OpenPGP (R#®}),44 fully compatable with PGP
and uses the same infrastructure (key server etc.).

PGP ("Pretty Good Privacy") is not free software; many igeago it was available on a temporary
basis under similar conditions as GnuPG, but is no longesidered state-of-the-art.

Additional information regarding GnuPG and other projestdertaken by the german government in
the area of Internet security can be found on the websiteedfdderal Office for Information Security
www.bsi-fuer-buerger.de www.bsi-fuer-buerger.de

Isometimes incorrectly identified as Open Source Software
2However, keep in mind that a fair amount of technical knogkeds required to change the program, otherwise the
program’s security may be compromised.
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3. Installing Gpg4win

If you already have a GnuPG-based application such as GraRHRT, WinPT or GnuPG Basics
installed on your system, we recommend that you read the igipf to find out how to migrate
existing keys.

Installing Gpg4win from a CD-ROM:

Insert the CD-ROM in the CD-ROM drive of your computer and lngas Administrator. On the
screen click on the CD-ROM icon titled 'Gpg4win’. Once the ®&DM icon opens, click on the
installation icon titled 'Gpg4win’.

Installing Gpg4win from the Internet:

If you have downloaded Gpg4win from the Internet, click oe thew file (it should be named
gpg4wi n- 1. 1. 0. exe or a newer version). Please ensure that you have downlohddide from
a trustworthy site.

The following installation steps apply to all situations:
You will be asked if you want to install the program; click ovigs].

The following screen will appear:

45 GnuPG For Windows Setup 9= B3

Welcome to the installation of
Gpg4win

GnuPG is GMU's toal For secure communication and data
skorage, It can be used to encrypt data and ko create digital
signatures. Itincludes an advanced key management Facility
and is compliant with the proposed OpenPGP Internet
standard as described in RFC2440,

GPG\\4WiN EI——

This is GPE4WIN version 1.0.9
file: wersion 1.0.9.379
release date 2007-03-09

T pm—

If you have other programs running on your computer, closenthow and click on [ Next].
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The licencing page contains information regarding thenkieg of this software.
If your sole intention is to install and use the software, gounot need to read this information.

However, if you plan to distribute and/or alter the softwareu must familiarize yourself with the
conditions contained in the licencing agreement.

% GnuPG For Windows Setup [_ 1]

License Agreemenst
This software is licensed under the terms of the GNU General Public License (GPL) 9 1
which guarantees your freedom to share and change Free Software.

Press Page Down to see the rest of the agresment,

| &MU GEMERAL PUBLIC LICENSE 3
Wersion 2, June 1991

Copyright (C) 1939, 1991 Free Software Foundation, Inc.
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies
of this license dacument, but changing it is not allowed.
Preamble
The licenses for most software are designed to take away your LI

In short: You are allowed to run this software For any purpose. You may distribute it as long
as you give the recipients the same rights you have received.

Mullsaft Install System w2, 06

< Back I Texk > I Cancel

Click on [ Next].
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On the components page you can select which features of GRoP@&indows you want to install.

To assist you with your selection, a short description wimdppears when you move the mouse over
a selected item. At this point, you may want to check the alstel free space on your hard drive as

well.

% GnuPG For Windows Setup [_ ][]
Choose Components e
Choose which features of GnuPE For Windows you want to install, k 9 1

Check the components you want to install and uncheck the components you don't want ta
install. Click Mext ko continue.

Description
Fosition syour mouse:
over a companent Eo
see jbs description,

Select components to install:

[[] 5ylpheed-Claws
Movice Manual (German)
Advanced Manual (Germa

Space required: 17.8MEB

< | 2]

Mullsaft Install System w2, 06

< Back I Texk > I Cancel

The recommended minimum installation consists of GnuP@&\,&¥WnPT and the manuals. If re-
quired, the remaining programs can be installed later.

Click on [ Next].
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On this page you can choose the folder in which to install ®pg4n your computer. If you do not
enter a folder name, you should accept the default folderenarhich is:
C: \Pr ogr anmme\GNU\GhuPG

45 GnuPG For Windows Setup 9= B3
Choose Install Logation
Choose the Folder in which to install GnuPG For Windows, k 9 )

Setup will install GRuPG For Windows in the Following Folder, Toinstallin a different Folder,
click Browse and select another Folder, Click Next to continue.

"Destlnat\on Falder

Browse...

Space required: 16.5MB
Space avalable: 13.6G8

Nullsaft Install System «2, 06

< Back I Mext = I Cancel

Click on [ Next].
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This page allows you to set start links for the program. THauwlesetting adds Gpg4win to the start
menu only. You can change these settings within Windows dtraa.

45 GnuPG For Windows Setup 9= B3
Install Options =
Start links k 'y )

Please select where Gpg4win shall install links:

[¥ start Menu
[~ Deskrop
I~ Hick Latnch Bar!

(Cnly pragrams will be linked into the quick launch bar,)

Nullsaft Install System «2, 06

< Back I Mext = I Cancel

Click on [ Next].
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If you chose to add the program to the Start Menu (as per prevpage), this page allows you to
choose a Start Menu subfolder for the program.

45 GnuPG For Windows Setup 9= B3
Choose Start Menu Folden
Chanse 3 Start Menu Falder for the GruPG For Windows shartcuts. k 9 ]

Select the Start Menu Folder in which you would like to create the program's shorbcuts. Yoo
can also enter aname to create a new folder,

Accessories

Administrative Tools

ATA Pubs 2008 Admin

Dell OpenManage Applications
Legato MetWorker

Mozilla Firefox

SNMP Informant

Sophos

Startup

VMware

Windows Services For UMIX

Nullsaft Install System «2, 06

<gsck [ mnstal | cancel

For a standard installation, select the default settingcéink on [ Install ].
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During the installation a progress bar displays the filegp@istalled. You can click on [ Show details ]
to see a log of the installation.

45 GnuPG For Windows Setup 9= B3

Installation Complete
Setup was completed successFully. ‘\a )

Completed

|
Shawe details

Nullsaft Install System «2, 06

< Back Zance|

Once the installation is complete, click on [ Next].
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The following page shows the last step of the installatiaycpss:

s GnuPG For Windows Setup

GPG\\4WiN

=] ES

Completing the GnuPG For Windows
Setup Wizard

GUPG For Windows has been installed on your computer,

Click Finish to close this wizard.

iZlick here For the project's homepage

< Back I Finish I Cancel

Click on [Finish].
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You may need to restart Windows for the settings to take effecthat case, instead of showing the
installation completion page, the following page appears:

ji5 GnuPG For Windows Installation — =) =]

Die Installation yon GnuPG For
Windows wird abgeschlossen

Windows muss neu gestartet werden, um die Installation von
GruPG For Windows zu vervollstdndigen. Michten Sie
Windows jetzk neu starten?

GPG\\4WiN @ Jetet nu starten

" Windows spater selbst neu starten

< Zukiick I Fertig stellen I Abbrechen

At this point you can choose to restart Windows automatgicadirestart later manually.

Click on [Finish].
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And that’s it!
You have now installed Gpg4win and are ready to use the pmagra

Prior to starting Gpg4win, we recommend reading Chapter 8 4nf the manual "Gpg4win for
Advanced Users" (PDF-File). These chapters highlightriilgemious theory behind Gpg4win’s ability
to encrypt emails in a safe and user-friendly manner.

Of course you do not need to know all the technical detailsg4svin to be able to use it. However,
since you will use Gpg4win to handle your most sensitiveegpondence and it probably iis a good
idea to understand the theory behind it.

The following section provides you with tips for creatingexsre yet easy-to-remember passphrase.

& At this point, please read Chapter 3 and 4 in the manual "Gpg4vin for Advanced Users"
before reading on.
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4. Creating a key pair

After reading the information explaining Gpg4win’s setyrieatures and the creating of a good
passphrase to protect your private key, this section show$igw to create a key pair.

The processes of creating a key, encryption and decryptionra very important - so important
that it should be possible to practice. . .

And this is what you actually can do: Run through the whole processes as often as you want. Those
"dry-runs" help you gain confidence in using the programhsb $ome of the more intricate steps in
creating keys will not pose any problems later on. You canAmele to do this. It is a test server
which was developed as part of the GnuPP project. Adele alimu to try and test several practice
keys before creating your own set.
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Let's get started!
Start the GPA program from your Windows Start menu:

3’{ Wiernsoft Update:

W Windows Catalog

% Windowss Update

=] Gpodikin README
» @) GPGee Manual
I Windows Services for NI » €4 winPT
@) tek and support & Irkermet Explorer

T R

LJ Log OFF

Shut Down, .,

Fisan |2 8 @ |

Windows Sesver 2003 Standard Edition

&

The following window appears:

«" GNU Privacy Assistant - Keyring Editor !E E
File Edit Keys Semer Windows Help
2 =il _

e & &R & ||@ O @ g

Edit Delete Sy Import  Export Brief  Detailed Fefresh | Files
fm Keyring Editor

|

- I Key D= i Llser Mame: - i

+" Question =13

You do not have a private key yet. Do you want to
generate one now (recammended) or do it later?

Generate key now Dot |ater

Details I Sign_a‘_t_ur_e_s‘l
Mo keys selected

=elected Default Key:

Click on [ Generate key now].
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20 Gpg4win for Novices 1.0.0

For practice purposesyou can enter any name in the window for now, e.g. "Larry Stnith

+” Generate key =1

Please insert your full name.

Your name will be part of the new key to make it easier for
others to identify keys

Vour Marme: |Larry Srith]

Back ‘ Eorward | Cancel |

Or you can generate your real’ key in which case you shoutdreyour real name.

When you are done, click on [ Forward ].
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Now enter your email address.

Again, if this is a test run, you can use an imaginary emaiteskisuch ad 'ar r ys@pg4w n. de"

»” Generate key [_[O]
Flease insert your email address.
Your email address will be part of the new key to make it

easier for others to identify keys. If you have several email
addresses, you can add futher email adresses later.

Your Email Address: ‘\arrys@gpgdwin.dd

Back ‘ Eorward | Cancel

Or you can enter your real email address, and click on [ Fahjvar

This option allows you to enter notes regarding your key.adllguhis field is empty; however, if you
are creating a test key, you should make a note, such as."ld#t"notes are a part of your User-ID
and will be made public along with your name and email addrdssy click on [ Forward ].
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Entering a passphrase is one of the most important stepg iprdgram, as the program is only as
good (and as secure) as your passphrase!

Chapter 4 ("The Passphrase”) from the manual "Gpg4win faraAded Users" already provided you
with suggestions on creating a secure passphrase. S potht you should have come up with your
own passphrase - one that is private, easy to remember, fficdltio crack.

Enter your passphrase now.

»” Generate key =]

Flease choose a passphrase for the new key.

Repeat Passphrase: ]

Eorward | Cancel |

Back

If the passphrase you entered is not very secure, a warnihgendisplayed, allowing you to enter a
more secure passphrase.

Again, you can enter a test passphrase for practice purpmsgsyr real passphrase.

Once you have entered your passphrase twice, click on [ Next]
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This starts the creation of your key pair, which can take ar@wutes. In the meantime, you can
continue to work with other programs on your computer whidhshightly increase the quality of the
key being generated.

Once the key is generated, the following window appears:

« Backup Keys =]
Generating backup of key; 52016C3A
Backup to file: |C:\Documents and Settings\lsmithhsec_key.asc Browse. ..
@QK Cancel ‘

This window asks you to create a back-up copy of your key. délel this now, even if this is just a
test run.

If the default file name is acceptable, click on [OK]. If you wid like to store the back-up in a
different location, please select a different file name now.

Important: Once the the back-up file is saved onto your hard drive, youldrgave this file onto a
removable storage device (e.g. USB stick, diskette or CDAR@nd subsequently delete the original
file. Be sure to keep the storage device in a secure place.

Please note that you can create back-up copies at any tineddunting the following option from the
main menu:Key— Backup.
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This concludes the installation of Gpg4win and the generatin of your key pair. You are now
the owner of a unique and secure digital key.

You should now see the GPA's main window. The key pair you gustaited will be shown in the
middle of the window, beside the key pair symbol.

Clicking on the key pair symbol will provide details aboutuydkey pair, which are discussed in more
detail below.

«" GNU Privacy Assistant - Keyring Editor

File Edit Kevs Serer Windows Help

@ & & & ||¢® O @

Edit Delete Sign Import  Export Brief = Detailed | Refresh Files
Jm' Keyring Editor

¥ | Key ID = | User Name b

A Larry Smith <lsmith@gpgdwin.de=

Details |Signatures

The key has both a private and a public part o
The key can be used for cerification, signing and encryption.
Lser Mame: Larry Srnith <lsmith@gpgdwin. des
Key |D: 82016C3A
Fingerprint: 0400 7046 3218 EED3 3CES 7C24 7046 BIAS 5201 BL3A
Expires at: never expires
Cwwner Trust: Ultimate
Key Validity: Fully “alid |
Key Type: DSA 1024 hits |

Selected Default Key: Larry Smith <lsmith@opgdwin. des S20MBC3A

What is the significance of the notes regarding your key? ¥eyrhas no built-in expiry date and

is, therefore, valid indefinitely. You can, however, chatiyekey’s validity period - more about this
later.

A key consisting of 1024 bits is considered very secure, autltreating undue strain on your com-
puter’'s capacity.

& More information on this topic can be found in Chapter 5 "More about keys" in the manual
"Gpg4win for Advanced Users".
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5. Publishing your key per email

One of the more practical aspects of Gpg4win is its abilityge a "non-secret” public key for the en-
and decryption of data. As long as your key and its correspgnpassphrase are secure, you have
gone a long way towards keeping your information confidéntia

Everyone can and should have your public key, just as you mastzould have the public keys of the
people you correspond with.

Because:

In order to exchange secure emails, each party must have ag=to the public key of the other
party.

In order to send someone encrypted emails, you must havepihigiic key in order to encrypt the
emails to sent to them.

Similarly, someone wanting to send you encrypted emailstrhage your public key in order to
encrypt the email being sent to you.

This is the reason that your public key should be made widedjlable. Depending on the number of
correspondence partners, can do this in two ways:

e directly sending an emailto selected recipients

e or publishing the key on a key server— making it available to anyone
The first way to distribute your public key is to send it by emta@ione or more selected recipients.
Alternatively you can make your email address availablengmae in the Internet. The second option

is somewhat risky, as it can result in considerable SPAMi#gtbn your email account. Therefore it
is a good idea to only use an address with a good SPAM filter.
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You can use Adele to practice the following steps:

Adele is a very good email robot for practicing secure coesience. Because most people prefer to
correspond with a real person rather than with a piece oveoft (which is what Adele is, after all),
we developed the following scenario:

You first send Adele your public key. Once Adele has receivear key, she uses it to encrypt an
email which she sends to you along with her own public key. ¥ao now decrypt Adele’s email

using your own private key, and you can also respond to Adglertcrypting your email with her

public key.

You can now export your public key, copy it into an email unddé to Adele.

Gre\
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Here is one possible way of doing just that, a method whictkaeven if your email service does not
allow attachments. This procedure also gives you a firsepifulook at your key and its components.

How it works:

Select the key you want to export by clicking on the corresioay key on your list, and then clicking
on the [ Export] icon of the main GPA menu. Choose a file to eixpour key to, e.qg.

ny- key. asc. A popup window will let you know whether the operation wasaessful. Then click
on [OK].

Gre\



28 Gpg4win for Novices 1.0.0

You can access the file through Windows Explorer; make suwechioose the same folder you chose
when exporting the key. You can open the file with a text edgar WordPad), which will show your
public key as a series of blocks containing text and numbers.

B mein-key - WordPad i =] 4

Datei Bearbeiten  Ansicht  Einflgen Formak 7

D 2 a 2Eelo] 2

F————BEGIN FGF PUELIC KEY BLOCE-———- =
Version: GruPG vwl.4.3-ovs [(MingWiz2)

mQGiBEPEO1AREADP 1L TSEEDIMJuodLorggkO4 z Zb44=3EvyD ] SEowpdEUnp ZhymE
TS ngPE2L4beHiPs IVIWiTYlgersSvePTorC0b 653 0x 6 QWK OB hE+f ZEvE SEskog
EgosibNIvkdivVIhbx TP/ MbXavt ANgbEEQTHuF xnZ WEZM3FebTwe CWHIgw glkkpOF
Wi EwILTIILERVHN TIFOLgSkEAT+n=PfkUg7 VY UDEC AL JATH?GLja jhr KOMEdTkx =
EDWGFZ jDiaHZ102bGWINShnThipjIfasFdnreqdd/ HYORTPGEeCExaZz 4PCEEDSL
JtoenyeXpiW3RarEP2 90CmEVLVgs3 4+ NiavaVEgf EJdmgTE I n+£s3 %03 3 NDEbpg I
Sd/ 3EACRrxGsCUATZ 90X v/ mEFicEenBe juZ R TINNQLlw3 3GhhFYgPz AZ A3 wWITLR
D78kHuvDuuIgEIhE+e4b TAdEEANVTOOmk ZaHA ST ImIfokunISn Im¥WC er FOUEOMA
geiLAFc2mdbRovVidyde lKekGOETYhVGHIRLnalsHasogsE JTarop3GVphnlp Y2 gg
SGVphmUgPChlalsyalllloaEEkdiVec e Ve GOy Z 1 SkZTEe IVAQTEQIATATCOSTTUATL
Iw¥LCOgHAWIEFQITAwOWAGMELARdBAhe Ab Ao JECgKer JJET+8yxUTANS+RKS1EYE YR
QN AwEZmt 4SNP Tl J4ikZ0hEZ iUr8wE 53 fyeE4+Mb I kubb kEDORD NN yE LAt g
SzlFO0i7GERACE 1 JLuittgl SeffEbNCEREQIXREwn I hFEt¥hp3xLEPolaESvnesRE
SU3zzciRR3idleiknZ 0¥NdUsIFEgeYwiz2 1/ 2CecqZ 3 Mnlexpmbpz 290nakd7349a
VvFuiFVONnl1 T4 JFGRyOar MVTOE e fR7rE4+iTuS AAwTEAThefAX I PLEVIvdwyDGE
mn3GPgka/ LeyTwrMn3 153 A8T+FgBohkg I eNEECguggeyae j0mF +a0d+ydo C1PTT
21z0R6eQY7OEVER/ GoePE+OSUORLEeJBadoyEmD / G2 OVhHygoqaCRyVxx AqIM4TnYTE
+ho IPMgtE+JrnEap IThGFAQDiEKESEECAAKF AKPEOS ICGuwACgkQEopasklon?x0
pACETyODalmalsORO0GECUE ImV+eShilngE+xvT jsecXeJGI9WIEI X4 6cdSF
=J4dH

————— END PGF PUELIC KEY BELOCE-——-—- ZI

Dridcken Sie F1, umn die Hilfe aufzurufen. l_ v
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Highlight the whole key portion from

----- BEG N PGP PUBLI C KEY BLOCK- - - - -

----- END PGP PUBLI C KEY BLOCK- - - - -

and copy it using the copy function on your toolbar or a keyb@ortcut such as Ctrl-C. This saves
your key on the clipboard until you are ready to paste it, asidleed below.

Start your email program. Open a new email message and pastpyblic key (Windows users may
use a shortcut key such as Ctrl-V). Before doing this, yowkhoonfigure your email program to
send messages in text-only format rather than HTML.

Putadel e@nupp. de into the address line of the email, amy public key on the subject line.

Your email should look like this:

£ mein offentlicher Schliissel - Nachricht {Nur-Text) ;Iglll

Datei Bearbeten Ansicht  Einfilgen  Format  Extras  Akkionen 2

i=15enden | g 2% | -3 optionen... | B B é F &

=
I
(I
]
11
11

Al | Iadele@gnugg.de
o, | |

Betreff: Imein dffentlicher Schliissel

Version: GnuPs wvl.4.3-cwvs (MingW3Z)

mQGiBEFPEDIARBADP 1D TSKEDIMIuCdLOrggkl4 2z Zh44s3EvyD j SEowpdETnp EhymE
UnvSngPEZL4beHIPsIVIWiWYlgersSvePUTkvC0b 630X 6 QWK7QShE+L ZEvESEskog
FgosibMIvkiyVIbbxTPo/ MbhEavt ANghEZQ7HuFxn2 WEZM3FehTmeCWHIguC gkpOF
Wi zWEILTIILERVNTIFSLgSkEAT+nePEkUg7YUDECALIAINTGLjaihr KOMExdYkxz
rDWgF2 iDiaHZ102bGT1NShnThipiIfssFdnregdE/ HyOR7PGBeCExaZ 4PCEEOSL
S+oenyixpiW3RarEPZ 90CmEVLVgs3E+NAavaVEgLEJ4ngTE in+£53x055MDRhpgI
3d/SBACRrxGsCULIZ9xdy/mEFicEenBe juz ROTINNQ1w3 3 GhhFYgPz AZAR3wVTLR
D78 kHwDunIgEIhS+e4b TddEKANVUDOmkZaHA/ SEImISokuoISnIm¥C zr FQUEONE
ghiLAFcZmibRovVidydo 1KZRGOK?Ph7GMIRLnalsHasogSE JTarQpaGVpbhndp¥2 oo
SEVphbmTgPGhlalSyalloaEBkdWec2VsEG9vEiSkETO ITAQTEQIATAUCQSTTUATL
In¥LCQuHAwIEF QI TAwOWAGMEAh4E A he AALOJECHEer JIEI+8vxUTAn3 +k5iEYEYh1
N 6w Zrmt 43GHNP YhulJ4ik20hEZ iUTrSwE 53 £yoE+Mh Ikubb kKEDQRD X NN YE AQ At orf
5s1F0i7GfRA041ILuitt gl ScffKbNCEnXOJXREwn lhF L ¥hp3xLZPol16EB58vUneSRE
SUSzzcZRRIi3 Ieikn2 OXNAUsSIFEg2 YwizZ 1/ 2Cecq2 iMnO0exprmbpz 290nakd7349a
VYFuIFVONn1¥4JF GRyDar WIOE7a3 fR7rK+iTwl A AvIEAThs £ A IPLEVEydvyDGE
mn3GPgka/ LEyWwENNn3 158 A8 T+FgBohkg Il sNSECqugge yse 0nF +a0d+ydoC1PTT
§iz0REQT7OEVSR/ GePE+O6TORLRzJBadoyEmD/ GZ9VhHygqaCRyVxx A IM4Tn Y TE
+hJPHgtB+InmE2ap IThGFAQDiEREGEECALKF ARPEOZ ICGuwACokQEopEsklen7xl
pACEUyuCDalNmalsOROGGCUE InV+eShi imgK+xv Y jsezzJGOWEE3 14 6cd9F
=J4dH

[

Now send this email to Adele. Make sure that you include yoaper email address as sender rather
than your practice address, otherwise you will never gespamse from Adele!
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This process works exactly the same way if you send your keyreal email address. You can add
other text, just like in any other email. Obviously, this & mequired for emails addressed to Adele,
as the robot’s only purpose is to help you with the technispkats of this process.

Summary: You have now sent your public key by email to someone else falgle).

& The "Copy & Paste” method shown in this example is easily undestood by beginners. Chap-
ter 7 of the manual "Gpg4win for Advanced Users" describes hav to send your key as a file
attachment, which is a more commonly used method.
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6. Sending your key to a keyserver

You can use this option even if you are exchanging encrypbedils with only a few people. By
making your key available on a keyserver, it is always aébks® you and/or others.

PLEASE NOTE: ATHOUGH THERE ARE NO INDICATIONS THAT SPAMMERS ARE CURRENTL
COLLECTING ADDRESSES FROM KEYSERVERST IS TECHNICALLY POSSIBLE TO DO SO WE DO
NOT, THEREFORE RECOMMEND PUBLISHING YOUR KEY TO A KEY SERVER IF YOU DO NOT HAE
AN EFFECTIVE SPAM FILTER

Choose your key by clicking on it. Then click &arver —Send key which is found unde$erver — Server.
A popup window will alert you that your key is about to be senatpublic key server.

« Warning M= 3

The selected key will be sent to a public key
server (“hkp:ifrandom. sks. keyserver. penguin.de”).

Are you sure you want to distribute this key?

This window also displays a default key server. If you click[¢Yes ], your key will be automatically
sent to the server, from where it is sent to a network of woiddwkey servers. Now anyone can
download your key, and use it to send you a secure email.

If this is a practice run, do NOT send your practice key to teg $erver because once sent, it cannot
be removed.

Summary: You now know how to distribute your key via a key server on thierdnet.

& Chapter 6 of the manual"Gpg4win for Advanced Users" explains how to find someone else’s
key on a keyserver.
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7. Decrypting an emaill

Adele has received your public key, and uses it to encrypnaailevhich she sends back to you.
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The email will look like this:

From Adele (The friendly email-Robot) <adel e@nupp. de>
Subj ect: Re: ny publis key

To: larrys@pg4w n. de

Date: Thu, 12 Jan 2006 09:17:28 +0100

————— BEG N PGP MESSAGE- - - - -
Version: GhuPG v1.4.1 (GNU Linux)

hQEOAIFS8I 3hSvdPEAP/ WeWsf 4AMBWOTdzd9Q 7FOTDHNh/ / bQrGUWTOK9Y0i 96UZ
QOLVhQSi a6a8Dzr FQ 7SI IWrB1MW RNhkmhf Zs D5Bn 91 CnwnwOr 2xJ DBk CQB4gu5N
Nx Q2WKZj HCal 0dSI ynNzi NbK81 k26 YPBYKQ LUDhHNACRZ7q67eVEd/ BODI 04wD

uj bj yj 09L/ 9NvoBni W gqVUayKr 1Ls80 Zkyi ex6nKypPGADIFAzvTw ubj 5S6zJ
A+QuvSXUB9Hj 8Ft 2Nt 3j 0B/ gWh5n03Er 2/ 15UcBn/ UPSxWoor Ow9dseDx CuSXvpak X
bcneOm pcJNEHC Ap XWKpoNOx RZ1 Mk s MBOOwW+79MBp2w=

=VCHb

(Please note that the encryption sequence has been caidydehortened to save space in this man-
ual.)
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Using WinPT to decrypt this email.

WInPT (Windows Privacy Tray key management tool) servesrag’i&’s "front end”. This program
is used to encrypt and decrypt emails; it also creates anfiegedigital signatures. One of WinPT’s
advantages is that it works with all email programs.

Most email programs (e.g. MS Outlook for Windows) also hgyecgl plug-ins which can encrypt
and decrypt email directly within the program.

& Chapter 8 of the manual "Gpg4win for Advanced Users" provides more information on this
particular funtion.

WinPT performs the en/decryption function using your coteps memory. This means that any text
to be en/decrypted must be copied onto the computer’s digho

To do this, highlight the complete text in Adele’s email agby it onto the Clipboard using the copy
function or the shortcut Ctrl-C.
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Starting WinPT from Windows Start Menu:

% Programmzugriff und -standards

‘a Windows Update

(5 Autostart

Y Dokumente ,

) Durchblickerhandbuch
8 @ _— , . ] Ensteigerhandbuch
instellungen
o € (5} Mozila Thunderbird &) FudoraGPG Plugin
Q (% S b 3 5CM Microsystems SCR3Gx= Tacks * &) GnuPGFAQ
(53 Tight¥C (unstabls) 1 cpa
& e [ zubshor & aPGee Manual Das Schllsselverwaltungsprogramm Windaws Privacy Tray
4 aufrufen, Dies ist ein vielssitiges Programm 2ur
5 ausfihven... R ndobe Reader 7.0 ™ syjphesd Schlisselveraltung und Verschidsselung. Es instaliert sich in
-1 @& Internet Explorer @, die Startleiste.
3 ' L5
s P 13 Outlock Express

gl start H & O H

Once you open the program, the WinPT icon (a key) appeargitMihdows taskbar, which is located
in the lower right hand corner of the screen.

B EY e
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Right-click on the icon to open the menu box, and click@ipboard— Decrypt/Verify.

The program will then ask you for your secret passphrase eotked to decrypt Adele’s email.

Entschigsselung x|

Yerschllizzelt mit fnlgenden dffertlichen
Heinrich Heine <heinnchhi@dueszseldof. des [ELG, 0=4ECFEFGF

Sie benotigen daz Fazswart, fur den Sugrnff auf den geheimen
Schilizzel van

Benutzer: "Heinrich Heine <heinrichhi@dueszeldorf. de:"

ELG Schiiizzel, ID CO8E37FE [Hauptschluizzel ID 4ECFEFEF)

Bitte Pazswart eingeben v Maskiere Eingabe

n

k. Abbrechen

A popup window window will notify you when the decryption mess is complete.
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The decrypted text is now located on the clipboard, much énsime way as was done during the
encryption process. You can copy the text (using shortcyiGtd-V) into your text editor or emalil
program.

Adele’s decrypted email will look something like fhis
Hello Larry Smth,

here is an encrypted response to your email.

| received your public key with the I D 57251332CD8687F6 and a
description ‘<larrys@pg4w n. de>’ .

I have encl osed the public key of adel e@nupp. de.

Si ncerely,
adel e@nupp. de

The text sequence following this message is Adele’s pulgic k

The next section shows you how to import someone’s publicakelattach it to your key ring, which
allows you to use this key anytime to encrypt messages tg#raon (in this case, Adele) or to verify
a digital signature.

Summary:

1. You know how to decrypt an encrypted email using your peikay.

2. You know how to send an encrypted response using the pkégliof the sender.

Depending on Adele’s software version, it might look sligfdifferent.
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8. Attaching a key to your key ring

You can store your friends’ public keys on your "key ring" ey do not have to send you their public
key every time they write to you.

First Option:

To import a public key (ie. attach it to your key ring), you csave the key as a text block, much like
you did with your own key.

To do this:
Highlight the public key portion of the email you receiverhrh

----- BEG N PGP PUBLI C KEY BLOCK- - - - -

————— END PGP PUBLI C KEY BLOCK- - - - -

and use Copy & Paste to insert it into your text editor. We me@t@nd using a file and folder name
that is easily found later; e.gqdel es- key. asc in folderMy Docunent s.
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2nd Option:

The key is sent to you as a file attachment to the email. No matieeh mail program you use, you
can always save attachments onto your hard drive. Do this(again using names you will easily
recognize and find later on, elgy Docunent s).

It does not matter whether you save the key as text or dirasthn emailattachment, as both methods
import the key into your GnuPG-"Key Ring".

This is how it works:

Start the GNU Privacy Assistant (GPA) from Windows (thisésessary only if you shut it down after
the previous practice session).
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Click on Import, then select and load the key file.

«" GNU Privacy Assistant - Keyring Editor

File Edit Keys Serer Windows Help

@ & & & |® 0 @ 0§y

Edit Delete Sign Import  Export Brief  Detailed Refresh Files
Jm' Keyring Editor

- | Key 1D - ‘ Llser Mame hd ‘
=3 52016C3A Larry Smith <lsmith@gpodwin.de>

=€ 3FFZ624F Adele <adele@anupp.de>

Details |Signatures

The key has only a public part o
The key can be used for certification, signing and encryption.
Lser Mame: Adele <adele@gnupp.des>
Key |ID: 3FF2624F
Fingerprint: FFAS B1AB FO03 253C SCE7 2519 D336 CBAD 3FF2 624F
Expires at: never expires
Cwwner Trust: Unknown
Key Validity: Unknown —
Key Type: DSA 1024 hits =

Selected Default Key: Larry Smith <lsmithi@gpgdwin. de> 2018034

You have now imported someone else’s (in this case Adeleblipkey and attached it to your key

ring. Now you can use this key to send encrypted messages tmiher of that public key, as well as
to verify his or her signature.

Before continuing, it is important to address the followingconcern:
Itis possible that the email was sent by someone else usieteAdame, therefore how do you know
that the public key sent to you is really Adele’s key?

& Chapter 9 ("Key Verification") in the "Gpg4win for Advanced U sers" manual deals with
this important question. You may want to read that section nav before continuing with this
manual.
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Chapter 9 of the manual "Gpg4win for Advanced Users" showshaw to validate a key as well as
how to sign a message (i.e. attach a signature) using yowaterkey.

Chapter 10 of the advanced manual also discusses ways ¢ a@tsignature to email messages.
This is the equivalent of attaching an electronic seal ta yoessage, allowing the recipient to verify
whether the email has been altered during transmissiontfed came from you).

The signature verification process is simple. For this, yeadnthe sender’s public key on your
Gpg4win-"key ring" (see Chapter 8 of "Gpg4win for Advanceskls” for more information).
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You can tell whether an email has been electronically sigiibe text of the email is framed with the
sender’s signature (like a border). It will look somethirige Ithis:

————— BEG N PGP SI GNED MESSAGE- - - - -
Hash: SHA1l

and ends email-message with

————— BEG N PGP SI GNATURE- - - - -
Version: GuPG v1.4.2 (M ngW82)

i EYEARECAAYFA] xeqy 0ACgk QcwePex+31 vs79wCf WBu

yt RSEXgzCr f Pnj G DDt b7QZI An17B8I 8gFQ@GBW UUDCM A5cQaj Hcm
=06l Y

----- END PGP S| GNATURE- - - - -

Highlight the text starting fronBEGIN PGP SIGNED MESSAGHEo END PGP SIGNATUREand
copy it (using Ctrl-C) to your clipboard.

Now continue to decrypt the email as shown in Chapter 7 ofrttasual.

Right-click on the WIinPT icon on your Windows taskbar anasel
Clipboard— Decrypt/\erify.

You should see the following window:

x

Status | Sighiert | Vertrauenl SchliizzelD | Benutzerkennung |
Diie Signatur is gut. 17.01.2006 15:02:46 Wl 04CDBEEYFE  Heinrickh Heine

0K I Speichern |

If the status line on the window displays the following megsianvalid Sgnature

it means that the message has been altered after being $estdoes not always mean that a third
party has altered the message, as it could also have besdditea technical error during transmis-
sion through the Internet.

& Before continuing, you may want to read Chapter 10 of the manal "Gpg4win for Advanced
Users" which contains additional information on how to dealwith invalid signatures.
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9. Encrypting emails

Encrypt an email and send it to Adele (or another person).

Open your email program and write a message (if you are sgricdinmessage to Adele, any text will
do as Adele can not actually read)

Highlight the text and copy it onto your Clipboard (Windowsing the copy function or the Ctrl-C
shortcut.

g2 encrypted test mail - Nachricht (HTML) =10l x|

Datei  Bearbeten  Ansicht  Einfilgen  Format  Extras  Akkionen 7

i=d5enden | [ | % | & | 2] optioren... | B [ E Arial -0 -|A|F &

Al | Iadele@gnugg.de‘
o, | |

EBetreff: Iencrypted test mail

=
I
]
]
11
i
i
i
n
L]
Tl

i

e nicht mitbekommen, iber

bei.

73 und 55,

Right click on the WinPT icon on your Windows Taskbar and se@ipboard— Encrypt.
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You should now see a window containing the keys on your kay. rissing the examples featured in
this guide, you would see Adele’s key (the one she sent to, yamwvell as your own key, which you
created in Chapter 2 (FIXME: Use dynamic reference).

@,___.'h'erschli.isseln x|
Benutzerkennung I Schlizsel-D I Grife I Cipher | Giiltigkeit I

.t’-‘«dele [Der freundliche E-Mail-Foboter) <adel... 0x62BEDBFD4 1024 ELG keine
Heirrich Heing <heinrichhi@duesseldorf.de>  O<4ECFEFEF 1024 ELG Yol

Find key: | _ Suche | 0k | Abbrechen |

Click on Adele’s key to encrypt the message you just compdssghing in mind the following prin-
ciple:

In order to send someone encrypted emails, you need to haveahperson’s public key in order
to encrypt the message properly.

Clicking on [ OK] starts the encryption process, which wi tonfirmed by the program if successful.
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The encrypted message can be found on your computer’s alighfxom which you can copy it into
the email window. You can erase the unencrypted text or jopy @nd paste the contents of the
clipboard.

It will look something like this:

£ encrypted test mail - Nachricht (HTML) I =]

Ireiper Twenar Exbras Akkionen 2

=3 ogtionen... | [F [E E Arial -l ~|AIF &£ U

D Fearmed e 47

=1 genden | e | 2%

e encrypted test mail

----- BEGIM PGP MESSAGE-—- -]
Yersion: GnuPG v1.4.3-cvs (MingWW32) - WinPT 0.11.5-cvs

hQEQAysxY odivb/UEAPIGKTE0BRIy2nAKBY x4V 2wenxkaUowSEYHghhhDBymy27y
LvpSDgC8x5808RnepiHFHMS amsTaTagSEVURSY FguFRTL? /SGyvzUp Y eBIEP4
THAESEw/syp/4+dZBNRRbQym1 GzUTIBMNIglin3pwlvrmjre+7 dJ+5 Y H+DXQ/ED
JRuBdzuoAudYPWIkTRW e CIVESyp GCZSgnBhT7 IFDOEINmyHw? BzogB5cC2MhSE8 5
A 2ok ClekOw+EMbR64180DruC2kKndds COEtMIMgD2 QM glx5SgLG 13TV
yAKitudjBFRE0DY0jFvAoyY G1PcETZsAY HIDAGoDyDEOI0sA4AUZByLe S SsMuDbFk
Y ACmOtUEGENIE2BCT v ARG+ KT REBr+24p8 2z +BY axR1 Bl a2 PEG AL
Fmrc Y mAM790vDeHUHORwAYsr4/02gQpQiuc 32V S vgRHP Gxid 7 BY SKIPdOff+
CRIDcYrGEUytNF egWlil zOHm70PIBOG S8 Twiphy3SUlvshVRI2029642 55 G1
WeByNYWPUBHZE2syzhbwhpl cngu ¥ x3CCp1 1 +sN3gDEQ0ImAhhoSh? EyhBnF7 sgcfl
k¥ 1Ba67 4anLourxBgRNURF gShbJF sBE1THIGIOdCHwjmRiuk2MJIWWgRLM=
=1N5k —

Now send your email to Adele. Remember to use your properleddiess (rather than the previous
practice email) otherwise you will not receive a response.

Congratulations! You have just encrypted your first email!
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10. How to archive/store encrypted emails

It is probably not wise to store the readable (clear)textairyencrypted emails on your computer
(after all, they were encrypted for a reason). Therefors #ensible to store encrypted copies of the
emails.

You may already have guessed resulting problem: To dedngiichived emails you need the private
key of the recipient, which will (should) never be availatieyou. . ..

The solution: You encrypt the messages to yourself as well.

You can encrypt a message designated for a recipient (egjePuaking their own as well as your own
public key, which allows you to decrypt the text later usirgyyown private key.

Since Gpg4win cannot tell the difference between the difiekeys used to encrypt a message (ie.
you could have more than one key), you need to set up the pnogcaordingly.
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To use this option, right click on the WinPT icon sel@ceferences — GPG.

lI:"i_’=-'!L__,_EnuPlS—Einsl:EIIum_:n:n X|

GnuPG Home-0ir [wo sich die Keyings befinden)
IE:"-.D akumente und Einstellungensharmydbrmwendung

Yallztandige Pladangabe fur GPG.EXE
IE:'MF'n:ugramme'\GNLl'MG nuPGhgpg. exe

Werzeichnis der Sprachdateien
IE:'MF'n:ugramme'\GNLl'MG nuPGhzharehlozalebdeh LTk . |

— Allgemeine GPG Optionen

W Signaturlevel erfragen wahrend Key-Sign

K.ammentar in &mmor-0ateien

"Enciypt to this key" | heinrichh@duesseldorf. dd

OF.

This opens the GnuPG Preferences Window. You can add younkag "Encrypt to this key" field
using your emailaddress.

email programs which directly support GnuPG will also featthnis option.
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Summary:

1. You responded to the recipient by encrypting an email wigther public key.

2. You also set up WIinPT to encrypt archived copies of yourilsmath your own public key.

And that's it - welcome to the world of free and secure email earyption!

& We recommend you read Chapter 10 to 12 of the manual " Gpg4windr Advanced Users"
for additional information on adding signatures to emails, as well as importing and using an
existing private key in GnuPG.

& Furthermore, Chapters 13 and 14 of the manual "Gpg4win for Advanced Users" give you
additional information about the ideas behind GnuPG’s secuty features, as well as detailed
insights into the mathematical concepts used. These chapseare easy to read, they were written
for the every day user, not mathematicians and cryptographes.
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A. Suggestions regarding the Outlook plugin GPGol

GPGaol, a Microsoft Outlook plugin, integrates the opemitd GnuPG. Here are some tips about the
operation of this plugin.

While it is fairly easy to operate the plugin in other emaibgrams, technical difficulties associated
with its integration of OpenPGP into Outlook make it hardeoperate in this context.

The current version of GPGol works only with Outlook 2003 $a@ will notify you if you are using
an older version.

Please be aware of the following limitations:

e Do not use Word as your text editor.

¢ Inline-PGP or the conventional PGP is fully supported, havePGP/MIME emails cannot be
created.

On the other hand, decryption and signature verificatiomopke, as opposed to more complex,
PGP/MIME emails, is not supported.

A.1l. Installation

The plugin can be installed using the the Gpg4win Installee next time you start Outlook,GnuPG
tab will be added in th&@ools—Options menu :

| | GEnUPG | |

— Optionen
[T Meue Machrichten per Yoreinstellung verschliizseln
¥ Meue Machrichten per Yoreinzstellung signieren

[T Entschliizsselte Attachments automatizch speichern

v Automatizch Attachments signieran

[T Machricht ebenfallz mit varsingestelten Schilissel verschilizzeln

[T auch im Yaorschaufenster entzchliizzeln

[ wienn miglich, HTML YWergion anzeigen

— Pazzphraze

FPazzphraze speichern fur IEEIEI Sekunden

Emweitert... |

GPGol by g10 Code GmbH Werzion 0.9.8 [Mar 29 200E]
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The first two options of this tab allow you to set default sgj$i to do with encrypting and signing
new messages. Note that you can always change these settingsreating new messages.

The option "Save decrypted message automatically” wik ss#ttachments as unencrypted text (after
decryption). As a result, the attachment can be read anytittheut having to decrypt it again.

The option "Automatically sign attachments" ensures tttachments are automatically signed along
with your main text. For this purpose, an attachment withgaaiure is created for every attachment
included in the message.

The option "Also encrypt message with the default key" algwu to enter the Key ID of your own
key so that your messages are automatically (and addiyreaicrypted using your own key. This
allows you to later retrieve, decrypt and read message®iSémt folder.

The option "Also decrypt in preview window" is only feasiléth very fast computers; at the present
time it has only limited operational capacity.

The option "Show HTML view if possible” enables you to view asaage in HTML format. In most
cases, or when an HTML format is not available, it will be shawtext format.

There are a number of preset default settings which taketedfeer initial installation. However, you
should also ensure that you are not usMgrosoft Word to compose messages. We also do not
recommend using HTML messages.

You can set these option using thikail Format tab in theTools—Options menu. Your settings should
look like this:

| ) ) E-Mail-Format
Machrichtenformat
Farmat Fir ausgehende E-Mail und erweiterte Einstellungen Festlegen,
% Yerfassen im Machrichtenformat: | [ETEE=rAs

™| E-Iail mit: Microsaft Gffice Waord 2003 bearbeiten
I | Rich-Text-Machrichten mit Microsaft Gffice Word 2003 [esen

A.2. Common Questions

Encryption Icons are not visible in the notification area/sy stem tray. If the system tray con-
tains a large number of icons, it may not display all of therfickihg on the arrow at the right
end of the system tray (located on the bottom right hand dideost computers) will open up
the tray to show all icons, including the Key Manager icon.

Again, make sure that you are not using Microsoft Word to cosepmessages (see installation
instructions).

What is the meaning of the letters included in the GnuPG tab? GPGol lists the components
and their associated file names as part of the decryption ssage signature verification. File
names containing encrypted attachments are prefaced ®withahd signed attachments are
marked with an "S".

Where can | locate information regarding the latest version GPGol? Click onthe logo on
the lower left side of your GnuPG options menu.
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Why is it not possible to cancel an encryption process? GPGol begins the encryption pro-
cess as soon as you press the Send button. An error contai@uatlook prevents you from
interrupting or cancelling this process. To avoid this, weommend configuring Outlook so
that messages are not sent immediately. This gives you thertomity to cancel the message
before it is sent. As a security measure, GPGol will try tcsertne contents of the message if
the encryption process is interrupted, but this is not aasayccessful.

Why does the confirmation window appear when accessing certa in emails? If
GPGol is not installed as a trusted plugin, Outlook assurhastit is trying to access inter-
nal information without authorization. GPGol attempts tevent this from happening, but
sometimes it is necessary in order to properly display gred/or signed emails.

GPGol is still "in development”. One outstanding issue ssrégistration as a trusted plugin.
Future versions of GPGol should be able to solve the issue@ding to confirm some or all
emails.

How come GPGol cannot create PGP/MIME messages? At the present, there is no way of
telling Outlook that a PGP/MIME message is to be createdlobkitdecides on its own which
"Content-Type" is to be used, as the plugin is not able togtracertain type. You may want
to contact Microsoft directly to talk about this setting &rdnissing documentation regarding
this setup.

Why are signature verifications not performed automaticall y? We are currently working on
an automatic signature verification option to be used whemiogg an email. However, given
Outlook’s complex technical environment, this is not arygasue to solve.
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B. Transferring from other GnuPG programs

This section explains how to migrate from out GnuPG-basedrams to Gpg4win. The installation
program recognizes some of these programs and notifies yioat ifs the case.

As a general rule itis recommended that existing GnuPGebaisgrams be removed before installing
Gpg4win.

Always save a backup of the existing keys. The best way to do thisusédhe options in the existing
system before installation Gpg4win. Select the option @ sy private (secret) keys, as well as all
existing public keys. Save these in one or two files.

As soon as Gpg4win is installed, check if your existing keyss lested in the new program (using
either GPA or WinPT). If yes, Gpg4win was able to detect thevjmus key storage and you need take
no further action.

If the program does not list the existing keys, you must impleem from your backup file(s). For
more information on this topic, refer to Chapter 12 in the oeriGpg4win for Avanced Users".

If your older system also includes GPA, you can use its backption, which should be very similar
to the operation of GPA in Gpg4win.

If you are not able to locate your existing keys, use the ‘S&dunction in Windows to find the files
namedsecri ng. gpg andpubri ng. gpg an import them per GPA.

“This is not the official procedure, but it works with all cunterersions of GnuPG.

Gre\



Gpg4win for Novices 1.0.0 53

C. History
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Documentation: Dr. Francis Wray, e-mediate Ltd.
Editor: Ute Bahn, TextLab text+media
Published by the German Federal Ministry for Industry & Treaogy.
Available atht t p: / / www. gnupp. de/ pdf/ ei nst ei ger. pdf.

e Revised unpublished version by TextLab text+media.

e "Gpg4win fur Einsteiger”, December 2005
Authors: Werner Koch, g10 Code GmbH
Published as part of the Gpg4win project.

e "Gpg4win for Novices", November 2006
Translated by: Brigitte Hamilton
Published as part of the Gpg4win project.
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D. GNU Free Documentation License

Version 1.2, November 2002
Copyright(©)2000,2001,2002 Free Software Foundation, Inc.

51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA

Everyone is permitted to copy and distribute verbatim copithis license document, but changing
it is not allowed.

Preamble

The purpose of this License is to make a manual, textbookthar dunctional and useful document
“free” in the sense of freedom: to assure everyone the afeefiieedom to copy and redistribute it,
with or without modifying it, either commercially or nonconercially. Secondarily, this License
preserves for the author and publisher a way to get credihfar work, while not being considered
responsible for modifications made by others.

This License is a kind of “copyleft”, which means that detiva works of the document must them-
selves be free in the same sense. It complements the GNU & &nlic License, which is a copyleft
license designed for free software.

We have designed this License in order to use it for manualsde software, because free software
needs free documentation: a free program should come wittuata providing the same freedoms
that the software does. But this License is not limited tdveafe manuals; it can be used for any
textual work, regardless of subject matter or whether itisligshed as a printed book. We recommend
this License principally for works whose purpose is ingtiarc or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any madithat contains a notice placed by
the copyright holder saying it can be distributed under émms of this License. Such a notice grants
a world-wide, royalty-free license, unlimited in duratjdo use that work under the conditions stated
herein. The'Document”, below, refers to any such manual or work. Any member of tHaipis a
licensee, and is addressedasu” . You accept the license if you copy, modify or distribute ¥k

in a way requiring permission under copyright law.

A “Modified Version” of the Document means any work containing the Document ortsoopaof it,
either copied verbatim, or with modifications and/or tratesi into another language.

A “Secondary Section”is a named appendix or a front-matter section of the Docurietdeals
exclusively with the relationship of the publishers or awthof the Document to the Document’s
overall subject (or to related matters) and contains ngthiat could fall directly within that overall
subject. (Thus, if the Document is in part a textbook of matatcs, a Secondary Section may not
explain any mathematics.) The relationship could be a mattaistorical connection with the subject
or with related matters, or of legal, commercial, philosoph ethical or political position regarding
them.
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The“Invariant Sections” are certain Secondary Sections whose titles are desigrestdubing those
of Invariant Sections, in the notice that says that the Daminms released under this License. If
a section does not fit the above definition of Secondary thénribt allowed to be designated as
Invariant. The Document may contain zero Invariant Sestidinthe Document does not identify any
Invariant Sections then there are none.

The “Cover Texts” are certain short passages of text that are listed, as Borér Texts or Back-
Cover Texts, in the notice that says that the Document isseld under this License. A Front-Cover
Text may be at most 5 words, and a Back-Cover Text may be at2bosords.

A “Transparent” copy of the Document means a machine-readable copy, repeesm a format
whose specification is available to the general public, thatuitable for revising the document
straightforwardly with generic text editors or (for imagesnposed of pixels) generic paint programs
or (for drawings) some widely available drawing editor, #mat is suitable for input to text formatters
or for automatic translation to a variety of formats suigafar input to text formatters. A copy made
in an otherwise Transparent file format whose markup, orrategsef markup, has been arranged to
thwart or discourage subsequent modification by readersti$nansparent. An image format is not
Transparent if used for any substantial amount of text. Aydbt is not “Transparent” is called
“Opagque”.

Examples of suitable formats for Transparent copies irelpidin ASCII without markup, Texinfo
input format, LaTeX input format, SGML or XML using a publchvailable DTD, and standard-
conforming simple HTML, PostScript or PDF designed for hamaodification. Examples of trans-
parent image formats include PNG, XCF and JPG. Opaque ferimelude proprietary formats that
can be read and edited only by proprietary word processd@d/lSor XML for which the DTD
and/or processing tools are not generally available, amdntaichine-generated HTML, PostScript or
PDF produced by some word processors for output purposgs onl

The “Title Page” means, for a printed book, the title page itself, plus sudloviong pages as are
needed to hold, legibly, the material this License requiceappear in the title page. For works in
formats which do not have any title page as such, “Title Pageédns the text near the most prominent
appearance of the work'’s title, preceding the beginnindgefiody of the text.

A section“Entitled XYZ” means a named subunit of the Document whose title eitheresgaly
XYZ or contains XYZ in parentheses following text that trees XYZ in another language. (Here
XYZ stands for a specific section name mentioned below, ss¢Acknowledgements”, “Dedica-
tions”, “Endorsements”, or “History” .) To“Preserve the Title” of such a section when you modify
the Document means that it remains a section “Entitled XY&cading to this definition.

The Document may include Warranty Disclaimers next to thiicaovhich states that this License
applies to the Document. These Warranty Disclaimers arsidered to be included by reference in
this License, but only as regards disclaiming warranties: @her implication that these Warranty
Disclaimers may have is void and has no effect on the mearitigsoLicense.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, eitbenmercially or noncommercially,

provided that this License, the copyright notices, and itenke notice saying this License applies
to the Document are reproduced in all copies, and that younadother conditions whatsoever to
those of this License. You may not use technical measurdsstouzt or control the reading or further
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copying of the copies you make or distribute. However, yoly mecept compensation in exchange
for copies. If you distribute a large enough number of copims must also follow the conditions in
section 3.

You may also lend copies, under the same conditions statecealnd you may publicly display
copies.

3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that comipbave printed covers) of the Document,
numbering more than 100, and the Document’s license natipgines Cover Texts, you must enclose
the copies in covers that carry, clearly and legibly, alsth€over Texts: Front-Cover Texts on the
front cover, and Back-Cover Texts on the back cover. Botherownust also clearly and legibly
identify you as the publisher of these copies. The front cavest present the full title with all words
of the title equally prominent and visible. You may add otheaterial on the covers in addition.
Copying with changes limited to the covers, as long as theggive the title of the Document and
satisfy these conditions, can be treated as verbatim cgpyiother respects.

If the required texts for either cover are too voluminous tdefjibly, you should put the first ones
listed (as many as fit reasonably) on the actual cover, anihcenthe rest onto adjacent pages.

If you publish or distribute Opaque copies of the Documembering more than 100, you must either
include a machine-readable Transparent copy along with €paque copy, or state in or with each
Opaque copy a computer-network location from which the g@meetwork-using public has access
to download using public-standard network protocols a deteplransparent copy of the Document,
free of added material. If you use the latter option, you maké reasonably prudent steps, when
you begin distribution of Opaque copies in quantity, to eaghat this Transparent copy will remain

thus accessible at the stated location until at least oneafta the last time you distribute an Opaque
copy (directly or through your agents or retailers) of thditien to the public.

It is requested, but not required, that you contact the asithiothe Document well before redistribut-
ing any large number of copies, to give them a chance to peoyadi with an updated version of the
Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Documamder the conditions of sections
2 and 3 above, provided that you release the Modified Versimgemuprecisely this License, with the
Modified Version filling the role of the Document, thus licergsdistribution and modification of the
Modified Version to whoever possesses a copy of it. In additimu must do these things in the
Modified Version:

A. Use in the Title Page (and on the covers, if any) a titleinicstfrom that of the Document, and
from those of previous versions (which should, if there waerg be listed in the History section
of the Document). You may use the same title as a previousoveitshe original publisher of
that version gives permission.
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B. List on the Title Page, as authors, one or more personstitiesrresponsible for authorship of
the modifications in the Modified Version, together with adefive of the principal authors of
the Document (all of its principal authors, if it has feweautifive), unless they release you from
this requirement.

C. State on the Title page the name of the publisher of the fiéaldi/ersion, as the publisher.
D. Preserve all the copyright notices of the Document.

E. Add an appropriate copyright notice for your modificaicedjacent to the other copyright
notices.

F. Include, immediately after the copyright notices, ani&e notice giving the public permission
to use the Modified Version under the terms of this Licensthérform shown in the Addendum
below.

G. Preserve in that license notice the full lists of Invari@actions and required Cover Texts given
in the Document’s license notice.

H. Include an unaltered copy of this License.

I. Preserve the section Entitled “History”, Preserve itdeTiand add to it an item stating at least
the title, year, new authors, and publisher of the Modifieds\m as given on the Title Page.
If there is no section Entitled “History” in the Documenteate one stating the title, year,
authors, and publisher of the Document as given on its TalgePthen add an item describing
the Modified Version as stated in the previous sentence.

J. Preserve the network location, if any, given in the Doaurh@r public access to a Transparent
copy of the Document, and likewise the network locationggiin the Document for previous
versions it was based on. These may be placed in the “Histggtion. You may omit a
network location for a work that was published at least foemrg before the Document itself,
or if the original publisher of the version it refers to giygsrmission.

K. For any section Entitled “Acknowledgements” or “Dedioais”, Preserve the Title of the sec-
tion, and preserve in the section all the substance and foegch of the contributor acknowl-
edgements and/or dedications given therein.

L. Preserve all the Invariant Sections of the Document,tared in their text and in their titles.
Section numbers or the equivalent are not considered p#recfection titles.

M. Delete any section Entitled “Endorsements”. Such a geatiay not be included in the Modi-
fied Version.

N. Do not retitle any existing section to be Entitled “Endargents” or to conflict in title with any
Invariant Section.

O. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sectiomsappendices that qualify as Secondary
Sections and contain no material copied from the Document,nyay at your option designate some
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or all of these sections as invariant. To do this, add théstito the list of Invariant Sections in the
Modified Version’s license notice. These titles must beimistfrom any other section titles.

You may add a section Entitled “Endorsements”, providediitains nothing but endorsements of
your Modified Version by various parties—for example, stegats of peer review or that the text has
been approved by an organization as the authoritative tefirof a standard.

You may add a passage of up to five words as a Front-Cover Tekg passage of up to 25 words as
a Back-Cover Text, to the end of the list of Cover Texts in thedifled Version. Only one passage of
Front-Cover Text and one of Back-Cover Text may be added bthfough arrangements made by)
any one entity. If the Document already includes a coverftaxihe same cover, previously added by
you or by arrangement made by the same entity you are actibgluelf of, you may not add another;

but you may replace the old one, on explicit permission fromgrevious publisher that added the
old one.

The author(s) and publisher(s) of the Document do not byliltiense give permission to use their
names for publicity for or to assert or imply endorsementrnyf Blodified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents releasddrtthis License, under the terms
defined in section 4 above for modified versions, provided yba include in the combination all

of the Invariant Sections of all of the original documentamedified, and list them all as Invari-

ant Sections of your combined work in its license notice, #vad you preserve all their Warranty
Disclaimers.

The combined work need only contain one copy of this Licers®l multiple identical Invariant
Sections may be replaced with a single copy. If there areiptelinvariant Sections with the same
name but different contents, make the title of each suchoseanique by adding at the end of it, in
parentheses, the name of the original author or publishénatfsection if known, or else a unique
number. Make the same adjustment to the section titles itighef Invariant Sections in the license
notice of the combined work.

In the combination, you must combine any sections Entitldgstory” in the various original doc-
uments, forming one section Entitled “History”; likewiserobine any sections Entitled “Acknowl-
edgements”, and any sections Entitled “Dedications”. Yasndelete all sections Entitled “Endorse-
ments”.

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document androtleeuments released under this
License, and replace the individual copies of this Licems¢he various documents with a single
copy that is included in the collection, provided that yolldiw the rules of this License for verbatim

copying of each of the documents in all other respects.

You may extract a single document from such a collection, disttibute it individually under this
License, provided you insert a copy of this License into thzaeted document, and follow this
License in all other respects regarding verbatim copyintpatf document.

7. AGGREGATION WITH INDEPENDENT WORKS
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A compilation of the Document or its derivatives with otheparate and independent documents or
works, in or on a volume of a storage or distribution mediwcalled an “aggregate” if the copyright
resulting from the compilation is not used to limit the legghts of the compilation’s users beyond
what the individual works permit. When the Document is ideld in an aggregate, this License
does not apply to the other works in the aggregate which aréhemselves derivative works of the
Document.

If the Cover Text requirement of section 3 is applicable wsthcopies of the Document, then if the
Document is less than one half of the entire aggregate, tlreident's Cover Texts may be placed
on covers that bracket the Document within the aggregatfecglectronic equivalent of covers if the
Document is in electronic form. Otherwise they must appegsrinted covers that bracket the whole
aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you migjritute translations of the Document
under the terms of section 4. Replacing Invariant Sectioitis tnanslations requires special permis-
sion from their copyright holders, but you may include ttatisns of some or all Invariant Sections
in addition to the original versions of these Invariant 8. You may include a translation of this
License, and all the license notices in the Document, and\aryanty Disclaimers, provided that you
also include the original English version of this Licensd #me original versions of those notices and
disclaimers. In case of a disagreement between the treomskatd the original version of this License
or a notice or disclaimer, the original version will prevail

If a section in the Document is Entitled “Acknowledgement$edications”, or “History”, the re-
quirement (section 4) to Preserve its Title (section 1) typlically require changing the actual title.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Duent except as expressly provided for
under this License. Any other attempt to copy, modify, stésise or distribute the Document is void,
and will automatically terminate your rights under thisense. However, parties who have received
copies, or rights, from you under this License will not haveit licenses terminated so long as such
parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revisedamssf the GNU Free Documentation Li-
cense from time to time. Such new versions will be similamimisto the present version, but may dif-
fer in detall to address new problems or concerns. See
http://www.gnu.org/copyleft/.

Each version of the License is given a distinguishing versiomber. If the Document specifies that
a particular numbered version of this License “or any lagrsion” applies to it, you have the option
of following the terms and conditions either of that spedifi@rsion or of any later version that has
been published (not as a draft) by the Free Software Foundalf the Document does not specify
a version number of this License, you may choose any versienpblished (not as a draft) by the
Free Software Foundation.
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ADDENDUM: How to use this License for your documents

To use this License in a document you have written, includepy of the License in the document
and put the following copyright and license notices justrafie title page:

Copyright© YEAR YOUR NAME. Permission is granted to copy, distributeléor mod-
ify this document under the terms of the GNU Free Documaeridticense, Version 1.2
or any later version published by the Free Software Fouodatvith no Invariant Sec-
tions, no Front-Cover Texts, and no Back-Cover Texts. A aafihe license is included
in the section entitled “GNU Free Documentation License”.

If you have Invariant Sections, Front-Cover Texts and B@oker Texts, replace the
“with...Texts.” line with this:

with the Invariant Sections being LIST THEIR TITLES, wittetkront-Cover Texts being
LIST, and with the Back-Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or sortteeocombination of the three, merge
those two alternatives to suit the situation.

If your document contains nontrivial examples of programesave recommend releasing these exam-
ples in parallel under your choice of free software licesseh as the GNU General Public License,
to permit their use in free software.
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